
INSIDER THREAT TO FINANCIAL 
SERVICES

Anonymous Ni Soliciting Insiders

[RELEASED] IN ADVANCE SO THAT MY ESTEEMED LUIS RIVAS OF #BANPRO IS AWARE OF ALL THAT IS COMING HIS 
WAY, THE #TULACUECHO COMES STRONG. @BACANALANICA @LAPRENSA @100NOTICIASNI @CONFIDENCIAL_NI 
[L INK TO ANONYMOUSNI DARK WEB FORUM] #SOSNICARAGUA #OPNICARAGUA #GRITOPORNICARAGUA 
#QUESEVAYAN #ANONYMOUS
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Detecting Insider Behavior

๏ Internal / External reporting

๏ Detection of policy violations
๏ SIEM
๏ DLP
๏ UEBA

๏ Detection of abnormal behavior
๏ Individuals
๏ Groups/Teams
๏ Organization
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Insider Threat Analysis and Investigations
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๏ Suspicious Emails

๏ Unauthorized Uploads

๏ Download to USB Drive

๏ Suspicious Proxy Events

๏ Abnormal File Access

๏ Abnormal Logins

๏ Unauthorized Software

๏ Audit Log Activity
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Assessing the Threat Landscape

NATION-STATES

CYBER CRIMINALS

HACKTIVISTS

ACTOR TYPE MOTIVATION LAYERED DEFENSES

NGFW

WHITELIST CONTENT FILTERS

USER ANALYTICS

ENTERPRISE NETWORKS

MOST IN-DEMAND:

• PRIVILEGED USERS

• NETWORK ACCESS

• INTELLECTUAL PROPERTY

• CLIENT INFORMATION

• M&A INFORMATION

• MAIL SERVERS
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QUESTIONS?

ELACKEY@FLASHPOINT-INTEL.COM



THANK YOU!
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